WESTERN PENNSYLVANINA SCHOOLS HEALTH CARE CONSORTIUM
(WPSHCC)
NOTICE OF PRIVACY PRACTICES
THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND
DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT
CAREFULLY.
HIPAA PROVISIONS FOR HEALTH COMPONENT BENEFITS
This section shall be effective as of April 14, 2004. This section shall be interpreted in a manner that
permits the Plan to comply with the Health Insurance Portability and Accountability Act of 1996 (HIPAA)
and other federal and state laws regarding protection of Protected Health Information (PHI).
The health component benefits of the Plan will use and disclose protected health information (PHI), as
defined in 45 CFR 164.501, to the extent of and in accordance with the uses and disclosures permitted by
HIPAA. Specifically, the health component benefits will use and disclose PHI for purposes related to health
care treatment, payment for health care and health care operations as defined in the health component
benefit HIPAA Privacy Notice (as defined in 45 CFR 164.520) distributed to Participants.
The health component benefits of the Plan will disclose PHI to WPSHCC only upon receipt of a certification
from WPSHCC that this Summary Plan Description has been amended to incorporate the provisions below
and that the Employer agrees to certain conditions regarding the use and disclosure of PHI and the
adequate separation between the health component benefits and WPSHCC.
WPSHCC’s Obligations with Respect to PHI
With respect to PHI, WPSHCC agrees to certain conditions. WPSHCC agrees to:
•
•

•
•
•
•

not use or disclose PHI other than as permitted or required by this Summary Plan Description or as
required by law;
ensure that any agents (including a subcontractor) to whom WPSHCC provides PHI received from
the Plan agree to the same restrictions and conditions that apply to WPSHCC with respect to such
PHI;
not to use or disclose PHI for employment-related actions and decisions unless authorized by an
individual;
not use or disclose PHI in connection with any other benefit or employee benefit plan of WPSHCC
unless authorized by an individual;
report to the Plan any PHI use or disclosures of which it becomes aware;
make PHI available to an individual in accordance with HIPAA’s access requirements;

•
•
•

•

•

make PHI available for amendment and incorporate any amendments to PHI in accordance with
HIPAA;
make available the information required to provide an accounting of disclosures;
make internal practices, books and records relating to the use and disclosure of PHI received from
the Plan available to the Health and Human Services Secretary for the purposes of determining the
Plan’s compliance with HIPAA;
if feasible, return or destroy all PHI received from the Plan that the Employer still maintains in any
form and retain no copies of such PHI when no longer needed for the purpose for which disclosure
was made (or if return or destruction is not feasible, limit further uses and disclosures to those
purposes that make the return or destruction infeasible); and
follow the privacy and security obligations required under the Health Information Technology for
Economic and Clinical Health Act (HITECH) enacted February 17, 2009, including notification of a
breach involving unsecured PHI within the required 60-day timeframe, securing PHI, and
development of procedures for breach identification.

Access to PHI within Employer
Adequate separation will be maintained between the Plan and WPSHCC. Only the individuals or classes of
employees identified in the health component benefits HIPAA Privacy Notice distributed to Participants in
accordance with HIPAA shall have access to PHI. The persons described in the health component benefits
HIPAA Privacy Notice may use or disclose PHI only for Plan administration functions that WPSHCC
performs for the Plan. If the persons described herein or any other employees do not comply with the
Summary Plan Description, WPSHCC shall provide a mechanism for resolving issues of noncompliance,
including disciplinary sanctions. WPSHCC shall cooperate with the Plan to correct and mitigate any such
noncompliance.
Privacy Official
The Privacy Official shall be responsible for compliance with WPSHCC and the health component benefits
obligations under this section and HIPAA. Specific rules regarding the Privacy Official follow:
1. Appointment, Resignation and Removal of Privacy Official. WPSHCC shall appoint one or more
individuals to act as Privacy Official on matters regarding the health component benefits. The
individual appointed as Privacy Official may resign by giving 30 day notice in writing to WPSHCC.
WPSHCC shall have the power to remove that individual for any or no reason.
2. Policies and Procedures. The Privacy Official shall from time to time formulate and issue to
Participants and WPSHCC such policies and procedures as he or she deems necessary for
substantive provision of the health component benefits. Additionally, such policies and procedures
must be accepted by the Plan Administrator.

3. Privacy Notice. The Privacy Official shall be responsible for arranging with WPSHCC, the Plan
Administrator and any third-party administrator for the issuance of, and any changes to the Privacy
Notice under the health component benefits.
4. Complaint Contact Person. The Privacy Official shall be the contact person to receive any
complaints of possible violations of the provisions of this section and HIPAA. The Privacy Official
shall document any complaints received, and their disposition, if any. The Privacy Official shall
also be the contact to provide further information about matters contained in the health component
benefits HIPAA Privacy Notice.
If you would like to place a request for alternate communications, or file a complaint regarding your privacy
rights, you may contact us by writing to your School District Business Manager.
It has always been the goal of WPSHCC to ensure the protection and integrity of our members’ personal
and health information. Therefore, we will notify you of any potential situations where your information
would be used for reasons other than payment and health plan operations.
HIPAA Security Standards
This section explains the Plan Sponsor’s obligations with respect to the security of Electronic Protected
Health Information under the security standards of HIPAA. These obligations were effective on April 21,
2005.
Where Electronic Protected Health Information (ePHI) will be created, received, maintained, or transmitted
to or by the Plan Sponsor on behalf of the Plan, the Plan Sponsor will reasonably safeguard the ePHI as
follows:
•

•
•

•

•

The Plan Sponsor will implement administrative, physical, and technical safeguards that
reasonably and appropriately protect the confidentiality, 91 integrity, and availability of the ePHI
that the Plan Sponsor creates, receives, maintains, or transmits on behalf of the Plan,
The Plan Sponsor will ensure that the adequate separation that is required by the HIPAA Privacy
Rule is supported by reasonable and appropriate security measures,
The Plan Sponsor will ensure that any agent, including a subcontractor, to whom it provides ePHI
agrees to implement reasonable and appropriate security measures to protect such ePHI, and The
Plan Sponsor will report to the Plan any Security Incidents of which it becomes aware as described
below:
The Plan Sponsor will report to the Plan within a reasonable time after the Plan Sponsor becomes
aware, any Security Incident that results in unauthorized access, use, disclosure, modification, or
destruction of the Plan’s ePHI, and
The Plan Sponsor will report to the Plan any other Security Incident on an aggregate basis every
quarter, or more frequently upon the Plan’s request.

